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Understanding Email 
Phishing Attack
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Email Phishing is a way crooks try to bait you into giving up your personal or 
financial information.
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When you see an email that seems a little fishy, you can sniff it out.

Let’s look at some of the common features of phishing.
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There’s a sense of urgency that something is going to be cancelled, money is due, or maybe there’s a reward, and 
it’s imperative that you act right now!
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Although it may say it’s from a company you know, look carefully.
That email address certainly doesn’t look right.
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There’s a lot of bad email out there now. Major email providers filter and block dozens a day. But still, some get through.

That’s one reason phishing emails may look sloppy with bad grammar or strange formatting. They’re trying to get through 
the filters.

6



Carisma Solutions confidential

Some phishing emails will include an attachment. Never ever open attachments you weren’t expecting, even if 
they appear to be from somebody you know and trust.

If you receive a surprise attachment, reach out to them. Confirm the attachment is legitimate before you open 
it.
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The same is true for links in email. If you mouse over one, you can see where the link is going. That might look fishy!

Instead of clicking the email link, it’s safer to go to the company homepage through your browser.
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So, what should you do?

Reporting it will help block other attacks like this and should move the email out of your inbox.
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• Reporting it will help block other attacks like this and should move the email out of your inbox.
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• If not, you know what to do! Delete It permanently!

So, what should you do?
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Common Types of 
Phishing Attacks Explained

11



Carisma Solutions confidential 12

Phishing tricks steal personal and company information through clever scams. Awareness is your best defense.

Standard Email Phishing

Fake mass emails pretend to be from trusted companies. They 
seek passwords and credit cards.

Spear Phishing

Targeted attacks on individuals like CEOs using personalized fake 
emails from colleagues.

Search Engine Phishing

Fake websites in search results steal login or payment details.

Man-in-the-Middle Attack

Hackers intercept data on public Wi-Fi to steal info or install malware.

Malware Phishing

Emails contain links or attachments that install harmful software on 
your device.

Smishing & Vishing

Phishing via texts or calls that trick you into sharing sensitive info or 
clicking links.

Pharming & Clone Phishing

Technical redirection to fake sites or copied emails with malicious links.

BEC & Malvertising

Fake emails from bosses asking for money; malicious ads that spread 
malware.

Remember: If something feels urgent or unusual, STOP and verify before acting.
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Cybersecurity is not just IT’s job. It’s everyone’s responsibility.
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Let’s create a culture of caution, clarity, and communication.
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Presence across all states of Australia

Contact Us

biz@carisma-solutions.com.au

Ind: 044 2826 0205
Aus: +61 409 164 237

carisma-solutions.com.au

Carisma Solutions Pvt Ltd
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THANK YOU!
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Proprietary Information Disclaimer
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“All information” contained herein, including but not limited to intellectual property, trade 
secrets and proprietary methodologies, process, solutions, models are confidential and 
proprietary to Carisma Solutions Pvt Ltd., www.carisma-solutions.com.au

It is intended solely for the use of the individual or entity to whom it is addressed or presented,
for the purpose of review, consideration and evaluation only.

Recipients are strictly prohibited from disclosing, reproducing, or distributing this or any part of
this document to any third party without prior express written consent from Carisma Solutions
Pvt Ltd.,

If you have received this proposal/ Presentation / Document / File in error, please notify us 
immediately and delete the same.

For Carisma Solutions Pvt Ltd.,
Director - director@carisma-solutions.com.au


